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1. CI/CD
1.1. GitHub Security

1.1.1. Dependabot
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1.2. GitHub Actions
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- uses: actions/checkout@v4
with:
fetch-depth: 0

1.2.2. Self-hosted Runner
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# /etc/systemd/system/github-actions-
runner.service

[Unit]

Description=GitHub Actions Runner Service

After=network-online.target

[Service]
ExecStart=/home/ci-user/actions-runnexr/run.sh
WorkingDirectory=/home/ci-user/actions-runner
Restart=on-failure

RestartSec=5

User=ci-user

Group=ci-user
Environment="PATH=/home/ci-user/.local/bin:/usxz/
local/bin:/usx/bin:/bin"
Environment="all_proxy=http://[::1]:10801"

[Install]
WantedBy=multi-user.target
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o The Pain That is Github Actions
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» Protection against regressions

« Resistance to refactoring
« Fast feedback
+ Maintainbility
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3.1. Cloudflare

3.1.1. Tunnel
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services:
nginx:
image: nginx:1.27.5-alpine
volumes:
- ./nginx.conf:/etc/nginx/nginx.conf:ro
- /srv/:/srv/:ro
restart: unless-stopped
networks:

- tunnel-net

cloudflared:
image: cloudflare/cloudflared:latest

restart: unless-stopped

1 1" 1"

command: [ "tunnel", "--no-autoupdate", "run",
"--token", "your-token" ]
depends_on:

- nginx

networks:
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- tunnel-net

networks:

tunnel-net:
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3.1.2. Workers and Wrangler
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[ Tom

[agent]

collection_jitter = "20s"
debug = false

hostname = "heloise"

interval = "20s"

# Read metrics about cpu usage

[[inputs.cpul]

## Whether to report per-cpu stats or not

percpu = false

## Whether to report total system cpu stats or not
totalcpu = true

## Comment this line if you want the raw CPU time
metrics

fielddrop = ["time_»"]
%1242 InfluxDB:

[ Tom

[[outputs.influxdb_v2]]

#it The URLs of the InfluxDB cluster nodes.
#H

## Multiple URLs can be specified for a single
cluster, only ONE of the

## urls will be written to each interval.

## ex: urls = ["https://us-west-2-1.aws.cloud2.
influxdata.com"]

urls = ["http://influxdb2:8086"]

## Local address to bind when connecting to the
server

## If empty or not set, the local address 1is
automatically chosen.

# local _address = ""

## Token for authentication.

token = ""

## Organization is the name of the organization
you wish to write to.

organization = ""

## Destination bucket to write into.

bucket = ""
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5.1. acme.sh
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./acme.sh --issue --dns dns_cf -d

thudep.com -d '+.thudep.com'
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./acme.sh --install-cert -d 'thudep.conm'

--fullchain-file /srv/cert/
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all.thudep.com.pem --key-file /srv/cert/
all.thudep.com.key
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X509v3 Subject Alternative Name:
DNS:thudep.com, DNS:*.thudep.com

A] UEIS & F PEM XHFRIEZ :
openssl x509 -in <cert> -text -noout
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6. Docker
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docker pull docker.thudep.com/library/

nginx:alpine
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