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Rolling Update
Canary Deployment
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Infrastructure as Code F:Aii& iR AL (IsC)
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2. CI/CD
2.1. GitHub Security

2.1.1. Dependabot
« BLE Dependabot WRAEHT - GitHub XY

RIS - GitHub XY

« Dependabot &

2.2. GitHub Actions
« GitHub Actions Y TAEA &L - GitHub XA

2.2.1. {RASKSHH
BRIAFRIAS HH 75 2R v v e, B R 0 5 B A8 W SR
FRIEHE A P AR R B B S W 2 2 R T

- uses: actions/checkout@v4
with:
fetch-depth: 0

2.2.2. Self-hosted Runner
systend RGLARSS BT

# /etc/systemd/system/github-actions-runner.service
[Unit]
Description=GitHub Actions Runner Service

After=network-online.target

[Service]
ExecStart=/home/ci-user/actions-runner/run.sh
WorkingDirectory=/home/ci-user/actions-runner
Restart=on-failure

RestartSec=5

User=ci-user

Group=ci-user

Environment="PATH=/home/ci-usexr/.local/bin:/usr/local/
bin:/usx/bin:/bin"
Environment="all_proxy=http://[::1]:10801"

[Install]
WantedBy=multi-user.target

FOHFAE Self-hosted Runner _FJB1 T g8 WIHITE VL, Al HE
A PR N BEG X N YR HIAN cloudflare/wrangler-

action T E npm BAM node.

2.2.3. B TAER
- B HTAER - GitHub SXEY

2.2.4. Hfth %
« The Pain That is Github Actions

3. HahfbilliA
3.1. Tk
]

« Protection against regressions

+ Resistance to refactoring
« Fast feedback
+ Maintainbility

4. W 3l 5 it
4.1. Cloudflare

4.1.1. Tunnel
CF Tunnel R] DA77 fEHITE A I X F5 3 AR S5 51140

services:
nginx:

image: nginx:1.27.5-alpine

volumes:
- ./nginx.conf:/etc/nginx/nginx.conf:ro
- /stv/:/stv/:ro

restart: unless-stopped

networks:

- tunnel-net

cloudflared:
image: cloudflare/cloudflared:latest
restart: unless-stopped

command: [ "tunnel", "--no-autoupdate", "run", "--

token", "your-token" ]


https://12factor.net/
https://docs.github.com/zh/code-security/dependabot/dependabot-version-updates/configuring-dependabot-version-updates
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https://docs.github.com/zh/code-security/dependabot/working-with-dependabot/dependabot-options-reference
https://docs.github.com/zh/code-security/dependabot/working-with-dependabot/dependabot-options-reference
https://docs.github.com/zh/code-security/dependabot/working-with-dependabot/dependabot-options-reference
https://docs.github.com/zh/actions/writing-workflows/workflow-syntax-for-github-actions#onschedule
https://docs.github.com/zh/actions/writing-workflows/workflow-syntax-for-github-actions#onschedule
https://docs.github.com/zh/actions/writing-workflows/workflow-syntax-for-github-actions#onschedule
https://docs.github.com/zh/actions/writing-workflows/workflow-syntax-for-github-actions#onschedule
https://github.com/cloudflare/wrangler-action
https://github.com/cloudflare/wrangler-action
https://docs.github.com/zh/actions/sharing-automations/reusing-workflows
https://docs.github.com/zh/actions/sharing-automations/reusing-workflows
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https://www.feldera.com/blog/the-pain-that-is-github-actions

depends_on:
- nginx
networks:

- tunnel-net

networks:

tunnel-net:

TEREAEENR P NARSS http://nginx: 80 BLEMHN
2.

4.1.2. Workers and Wrangler

FEHT wrangler IRAINTERER Compatibility flags PA
TR PR AL

5. iS5 HE
Grafana S FFEIACEAT LT & FI T 0l (N1 B

TR B A MR IR A TERR 45 S BRI ER QB Telegraf
5 e PERERIIN P EdE A InfluxDB, AT PASE AR R
&P W R RRYIRE.

B /CHELE Telegraf RECKUE BIUNREE CPU f#:

[agent]

collection_jitter = "20s"
debug = false

hostname = "heloise"

interval = "20s"

# Read metrics about cpu usage

[[inputs.cpu]l]

## Whether to report per-cpu stats or not

percpu = false

## Whether to report total system cpu stats or not
totalcpu = true

## Comment this line if you want the raw CPU time
metrics

fielddrop = ["time_x"]
2% InfluxDB:

[[outputs.influxdb_v2]]

## The URLs of the InfluxDB cluster nodes.
#

## Multiple URLs can be specified for a single cluster,
only ONE of the

## urls will be written to each interval.
## ex: urls = ["https://us-west-2-1.aws.cloud2.
influxdata.com"]

urls = ["http://influxdb2:8086"]

### Local address to bind when connecting to the server

## If empty or not set, the local address 1is
automatically chosen.

# local_address = ""

## Token for authentication.

token = "

## Organization is the name of the organization you
wish to write to.

organization = ""

## Destination bucket to write into.

bucket = ""

BRAAE Grafana N IIEIE TR B B R
6. WE2E %K

6.1. acme.sh
JEIT Cloudflare $2AEY API 6|2 TXT IC 5% DA K IIF

i

./acme.sh --issue --dns dns_cf -d thudep.com

-d '*.thudep.com'
TR o, ZEEFIEE AL E:

./acme.sh --install-cert -d 'thudep.com' --

(o sher]

fullchain-file /srv/cert/all.thudep.com.pem
--key-file /srv/cert/all.thudep.com.key

X ZRHUEAS R RS T A R

X509v3 Subject Alternative Name:
DNS:thudep.com, DNS:x.thudep.com

A LAEIE & H PEM SCAFRIEZ :

(9 shew)

openssl x509 -in <cert> -text -noout

HWANFERE acne.sh A EIEE T crontab.
Let’s Encrypt H A XFFE & ZPOBBLATIES X 2 0 T
B3 1T FH B 5 .

7. Podman

HEFE crun (E9IB1THY.
YmiE/etc/containers/registries.conf PANINEAS
vk

unqualified-search-registries = ["docker.io0"]
[[registry]]
location = "docker.io"

[[registry.mirror]]


https://developers.cloudflare.com/workers/configuration/compatibility-flags/
https://www.tisonkun.org/2024/06/05/influxdb-to-sql/

location = '"docker.thudep.com"

8. Docker
8.1. XF&ESE

1£ Btrfs _FY Docker Z{HAE K& metadata.

8.2. M54
ME Dockerfile BYBEIRMEEEHE:

(s shett]

docker buildx build --tag nvchecker:latest .

8.2.1. f/MEITH
fiEH alpine Bif%,Hf H M alpine Z22EER BN A - -

no-cache J&EI0:

apk add --no-cache bash

({8 shert]
§ SN

apk update && apk add bash && rm -rf /var/cache/apk/*
GnSRAEH debian g AR AR 77 02
(9 sheu]

apt-get install -y --no-install-recommends bash && \
rm -xrf /var/lib/apt/lists/*

apt-get update && \

« Super small Docker image based on Alpine Linux |

Hacker News

8.2.2. AJ A Py

A2 B R IR SR RIE B — 8O 2 A B 84T
BANE SO, BFFAMUCRTEI BN B AT
il 2 AR A2 .

X TR AT G IR R BRI il AR

Debian KRAThR: XAHRHRSE AR ARSI BLifcA 2 A
A]EEALIR IS T RE M debian-security sz EHT.

sed -1 's|http://deb.debian.org/debian-
security|http://snapshot.debian.org/archive/
debian-security/20250717T060459Z|g' /etc/apt/
sources.list.d/debian.sources

sed -1 's|http://deb.debian.org/debian|http://snapshot.
debian.org/archive/debi1an/20250718T082802Z|g"' /etc/apt/
sources.list.d/debian.sources

echo "Acquire::Check-Valid-Until false;" >> /etc/apt/

apt.conf.d/no-check-valid-until

8.3. IBITE#
ZHAIBITAES X B HE AR

docker run -it --rm --name debian --network

host -e HTTP_PROXY=http://[::1]:10801 -v

"$HOME /Documents/debian: /home/debian:xw" -v
""/etc/wgetrc:/etc/wgetrc:ro" -e DEBFULLNAME -
e DEBEMAIL ghcr.io/adamanteye/debian-

builder:master

docker compose down && docker compose up -d 5
docker compose restart {A1EZen HEFAURZAE FH A

- JREANREHINE R

8.4. 1M
HBR P AR A 8R4 (T LE dangling):

(s sheu]

docker image prune -a

8.5. LB M4
TEHE AT FHEACE S ACH, A docker daemon

P BRI P] DUBIE YRS /etc/docker/daemnon .json 5z
I

{ (@ 35m)

"proxies'": {
"http-proxy": "http://[::1]:10801",
"https-proxy": "http://[::1]:10801"
}
}

W EN docker container Bt B ACHHE, A] DAFEH - -add-
host BLE A 28518 AL L& AT RILER 51140

docker run -it --rm --add-

host=host.docker.internal:host-gateway --name |(g Shell

typst ghcr.io/adamanteye/typst:latest

HANBERGEE /etc/hosts, RIUIB A O 218
FA AL

172.17.0.1 host.docker.internal

TEE ENLE AT AT 172.17.0. 1 iIXN kIR AR
HME R A e E AN AN RS &

export http_proxy='http://host.docker.
internal:10801"'

8.6. fLEH%
FEE GG IE R AT /S T htpasswd SR AR AR

EE I X R G BRGNS, EN docker
pull FFAE(HEH docker login https://docker.
thudep. con INPRAF Y FEHE M I, 7 L5 € I

(o sher]


https://news.ycombinator.com/item?id=10782897
https://news.ycombinator.com/item?id=10782897

docker pull docker.thudep.com/library/

nginx:alpine
AN SR Gl 5 A S BB LAE daemon.json HH

PC L B At AT AZEBRIAFZ X DockerHub IFAERY
g

9. Kubernetes
Kubernetes J£J H Google FINHE T2 Borg ALERHN

TR AR EREEN T H.
Kubernetes $2 LV EE 1A
o ARSS A BUAN th S

- fEEgHE
- BEEREMER
- KPR

Node

1 Components of Kubernetes

Pod —HEESBHEN—DEITR BT < LB
WM—PEEEA S S Jaimikss A ds, el n] A
&% —™ Pod.

Label & Pod #A % THEN, — MEEXSHUZE —
™ Label. A] PUEIT Label K% —4H Pod.

Scaling 1R4E Label DA HIEERY Pod £4(& Kubernetes

Hf#] Replication Controller F] PA4EX Pod.

%

« Kubernetes Z8#4 | Kubernetes

+ Hello Minikube | Kubernetes

 B. Burns, J. Beda, K. Hightower, and L. Evenson,

W

Kubernetes: up and running: dive into the future of
infrastructure, Third edition. Beijing Boston Farnham
Sebastopol Tokyo: O’Reilly, 2022.

« B. Burns, E. Villalba, D. Strebel, and L. Evenson,
Kubernetes best practices: blueprints for building
successful applications on Kubernetes, Second edition.

Sebastopol, CA: O’Reilly Media, Inc, 2023.

9.1. ALHH
Kubernetes F cgroup SRR Pod AT . &/ )y

1) CPU BN 1m, B T3 2 — CPU Bl

+ Resource Management for Pods and Containers |

Kubernetes

9.2. Eted
« Etcd - Wikipedia

9.3. ik
1 i (Node) F] U WV FEN 8 B L, BT 2 /s

17:

« kubelet

C PENEITIN

T RBE A FR T4

9.4. Pod

81> Pod TEEAHUEIN AR = 7 ECEENZ K 1P, 140
10. . x. x EEFFART TR 2 T2 NAT 1.

FE[F]— Pod NP E AR A DAFE localhost B[R]
B A 3 1 AR BRI T 22 A A R 8 1, A ) A s
)3 1 AT REIFI R,

PA_EPEBT S Docker AN FA].

9.5. Z¥ o

Kubernetes XA #%121TIN A containerd 5 CRI-O,
PARHZS CRI FIFEAASEER.

9.6. Gateway

2023 7K Kubernetes &ZAfi | Gateway APLE BTERY
A Kubernetes H 22 IR HIHTARE 1K Ingress.

9.7. &

PersistentVolume /3 [R50 53 7

ReadWriteOnce % — Node DABR'E 77 THEZL,

H HAAWIZ Node ERIZ 1 Pod BRF 1ZE.

ReadOnlyMany %> Node PAH5:77 H#L

ReadWriteMany {21 Node DA H BT UHE.
StorageClass 72 S AF S H G A2 A e B AY, Bl a0l L =
ACK 58+ FidId csi-provisioner $2 A FIZRAIH)
StorageClass.JT-%& A 53 7 HH PersistentVolumeClaim,Jf
HECE X B[ StorageClassName f5 BIR] shZA M A1
J# PersistentVolume.


https://cloudplatform.googleblog.com/2015/01/what-makes-a-container-cluster.html
https://kubernetes.io/zh-cn/docs/concepts/architecture/
https://kubernetes.io/zh-cn/docs/concepts/architecture/
https://kubernetes.io/zh-cn/docs/concepts/architecture/
https://kubernetes.io/zh-cn/docs/tutorials/hello-minikube/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://en.wikipedia.org/wiki/Container_Linux#ETCD

9.8. P&

Sre: load-balancer “a o
Dst: hello-world ; y

33X6KPGSXBPETFQV

Src: node Src: node

Dst: 10.16.0.11 Dst: 10.16.1.8

2 Kubernetes Networking Demystified

Flannel &1 TH Kubernetes 285 W 4544 @it
VXLAN flll# Overlay []45.

9.8.1. DNS
FEERTR N B IR S5 BTN

<servicename>.<namespace>.svc.cluster.local.

9.9. CRD & Controller
k8s SV OII7E H & X BEJF(Custom Resource),i & CRD

I ConfigMap, & FH 77 R BT e A KO A
J2,CRD & WA A E R AR EAR EEHC
%5 1 Controller,™§ CRD # X2 H5 ,Controller X B2+
FEaHE 1SRN RN A RTINS
Pod,Deployment,StatefulSet B2 E A Y Kubernetes &
I EATTEBA X RZAY Controller B,

« Controller Overview

« Custom Resources

9.10. Operator

« Introducing Operators: Putting Operational

Knowledge into Software

10. Kubernetes ii3%
« What’re people using as self-hoted/on-prem K8

distributions in 2025? : r/kubernetes

10.1. k3s

W4 iptables, A nft 2B,

ERIAH) kubeconfig XA T-/etc/rancher/k3s/
k3s.yaml.

Registry LB, T /etc/rancher/k3s/

registries.yaml.

Mirrors:
docker.io:
endpoint:

- https://mirror.ccs.tencentyun.com

R THCE server B t1s-san FZ2E B /etc/
rancher/k3s/config.yaml:

tls-san:
- "10.0.0.1"

- "k3s.adamanteye.cc"
cluster-cidr: "10.16.0.0/12"
service-cidr: "10.32.0.0/12"

agent EAHMELE.

10.2. Flux
Flux $2 it 7 n] gl 75 Bl - - components-

extra=image-reflector-controller,image-

automation-controller ZZ4E QNSRS — R Q%L AN

IZIE T PR bootstrap.

« Building with FluxCD and Kubernetes - YouTube (f&
PRIEEAI])

« Connecting a Kubernetes cluster to GitLab ({Z&#4ll
2 GitLab Agent Z RN KDY GitLab Agent 1
Flux & 2R WAL H)

« What is Flux CD & How Does It Work | Tutorial

11. Kubernetes &Rl
11.1. kubectl
B IR
« kubectl top fHFIEMN
« 1m X3 1 millicore
o kubectl get FH TR
o kubectl describe SEREIRIFEHER
« kubectl logs TE Pod FHAERATH &
o kubectl exec fE Pod A ZS LHUTHS

e kubectl B RESRALAIE:
kubectl cluster-info

HERHILE

kubectl config view

« Kubectl Commands - The Blue Book

11.2. Flux

& Kustomizations:


https://www.stackrox.io/blog/kubernetes-networking-demystified/
https://kube.rs/controllers/intro/
https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/
https://www.redhat.com/en/blog/introducing-operators-putting-operational-knowledge-into-software
https://www.redhat.com/en/blog/introducing-operators-putting-operational-knowledge-into-software
https://www.reddit.com/r/kubernetes/comments/1kd5a5e/whatre_people_using_as_selfhotedonprem_k8/
https://www.reddit.com/r/kubernetes/comments/1kd5a5e/whatre_people_using_as_selfhotedonprem_k8/
https://www.youtube.com/watch?v=2CCZ8fcLyGk
https://docs.gitlab.com/user/clusters/agent/getting_started/#next-steps
https://spacelift.io/blog/fluxcd
https://lyz-code.github.io/blue-book/devops/kubectl/kubectl_commands/

kubectl get

kustomizations.kustomize.toolkit.fluxcd.io -A

[

flux get kustomizations

12. GitOps
Weaveworks ] 1" GitOps FIMEE.GitOps 5 7EIEIT

o B BC B SR SRR

i FH BORLE- B BE A9 T B Flux #1 ArgoCD.
kustomization.yaml £ JF T Kubernetes MIFEEZH2E
yanl XXPF BT A P an @ EEHA MR

kubectl kustomize .

W WM kustomazation.yaml JN:

apiVersion: kustomize.config.k8s.io/vlbetal
kind: Kustomization

resources:

- bar.yaml

- foo/

13. WEFE:
MUA HB#F P A (Mail User Agent)sg I8 & ATt

IS4 28 P i, i DAY MUA B nutt,thunderbird 25,

MTA HRHE IS (Mail Transfer Agent) g HEEEH4A,
LI TR TR CSR SR T &

MDA RS I (Mail Delivery Agent) 1 s IR
H MTA B HEPF ORI N B E R A
NIEE IMAP(S) A A HBFTR .

MR A ROEIE 2, S P Alice(fl4N outlook)[mlF

Bob(fl4l gmail) & JEHR A, Alice T2 E #4217 Bob Y

MTA #0388, MR E Je R 2 H CHJ MTA.

13.1. ROIRHELE

What are DMARC, DKIM, and SPF? | Cloudflare /87T

e MTA Al{EEERTT I

14. PEIK
15. k%%

15.1. Git
Git AL DT, AELETC CU/CD,H P& Issues 558

KAV MEH.
« mlan/gitweb - Docker Image | Docker Hub

« Gitolite
15.2. nginx

15.2.1. 3
client max_body size 1000M; JEHEEAR/N, PAR E S [A]
I registry F Docker 55 FAZHIFE K, &M

413 Request Entity Too Large.

15.3. GitLab
1Y Docker #% GitLab

services:
gitlab:
image: gitlab/gitlab-ce:18.2.1-ce.0
container_name: gitlab
restart: unless-stopped
environment:
GITLAB_OMNIBUS_CONFIG: |
# Add any other gitlab.rb configuration here,
each on its own line
external_url 'https://gitlab.example.com'
letsencrypt['enabled'] = false
nginx['listen_https'] = false
nginx['listen_port'] = 81
registry_external_url 'https://registry.
example.com'
registry_nginx['listen_https'] = false
registry_nginx['listen_port'] = 82
ports:
- 122:22'
volumes:
- '/srv/gitlab/config:/etc/gitlab’
- '/srv/gitlab/logs:/var/log/gitlab'
- '/srv/gitlab/data:/var/opt/gitlab'

A —FF B B S AR
15.4. GitLab Runner

services:
gitlab-runner:
image: gitlab/gitlab-runner
container_name: gitlab-runner
restart: unless-stopped
volumes:
- /cache:/srv/gitlab-runnexr/cache
- /var/run/docker.sock:/var/run/docker.sock

- ./config.toml:/etc/gitlab-runner/config.toml

3 GitLab FYSCHSHEE T Z/1E Docker Container
HECE Docker Executor Y7p%(Docker in Docker), i
fT B A 2 FE Y socks:


https://www.cloudflare.com/learning/email-security/dmarc-dkim-spf/
https://hub.docker.com/r/mlan/gitweb
https://gitolite.com/gitolite/

[[xunners]]

executor = "docker"
[runners.cache]
MaxUploadedArchiveSize = 0
[runners.cache.s3]
[runners.cache.gcs]
[runners.cache.azure]
[runners.docker]
tls_verify = false
image = "docker:28.3.2"
privileged = false
disable_entrypoint_overwrite = false
oom_kill_disable = false
disable_cache = false
volumes = ["/cache", "/var/run/docker.sock:/var/
run/docker.sock"]
shm_size = 0

network_mtu = 0
WIERZAE Kubernetes 11#8%E, 2% Docker-in-Docker
with TLS disabled in Kubernetes.
runner MALE N privileged A7

[[xunners]]

[runners.kubernetes]

image = '"ubuntu:24.04"

privileged = true
AT ARC E 2217

[[xunners.kubernetes.volumes.pvc]] [T] TOML

name = "docker-cache"

mount_path = "/var/lib/docker"

l£5h, 2% Enable registry mirror for docker:dind
service BLE CI 4HHIE 4.

[[runners.kubernetes.volumes.config_map]]
name = "docker-daemon"

mount_path = '"/etc/docker/daemon.json"

sub_path = "daemon.json"

16. &4


https://docs.gitlab.com/ci/docker/using_docker_build/#docker-in-docker-with-tls-disabled-in-kubernetes
https://docs.gitlab.com/ci/docker/using_docker_build/#docker-in-docker-with-tls-disabled-in-kubernetes
https://docs.gitlab.com/ci/docker/using_docker_build/#enable-registry-mirror-for-dockerdind-service
https://docs.gitlab.com/ci/docker/using_docker_build/#enable-registry-mirror-for-dockerdind-service
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